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LIGHTWEIGHT ENCRYPTION 

FOR SYSTEMS WITH LIMITED RESOURCES
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The article considers the trends of the use of systems with limited resources. The 

analysis of the literature sources on the issue of efÞ ciency of the use of lightweight 

cryptography has been conducted. A comparison of classical and modern encryption 

algorithms has been conducted. The paper has made a comparison of block symmetric 

algorithms AES, CAST5, Camelia, MARS and Serpent on such criteria: performance 

/ memory with the implementation on available 8-bit microcontrollers with the AVR 

architecture in language C. The efÞ ciency of symmetric algorithms of lightweight 

cryptography has been shown. An anticollision protocol has been created, which is 

based on the features of the data packets structure of EM4100 cards. 

Key words– cryptography, lightweight cryptography, lightweight encryption, 

stability of lightweight cryptography, efÞ ciency of lightweight cryptography, software 

codes, AVR-microcontrollers, algorithm performance, anticollision protocol.
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